Thought\Works:

‘.'.'.’- Sensible Conversations

' '

s’ about Security

Lessons learned encouraging security thinking in software development teams
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OBJECTIVE 1'
We need software m _ﬁ
teams

to ‘build security
in’
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OBJECTIVE
We need to

prioritise the
highest value
security work

Amount of
scope to cut

MoSCoW

Must Have

Must be included

Should Have

before the product
can be launched

\ J

(Features not critical)
to launch, but

Could Have

considered
L important )]

-

Nice to have and

Won't Have

could potentially be
included

\

(Features requested
but explicitly

excluded from

release
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OBJECTIVE
We need to build

security
awareness and
capability in
every role in the
delivery team




a A more comprehensive application threat modeling process might also include a

b »%e 4 - . . - o
» e ® q preliminary risk analysis of the application, the threat agents, the threat libraries used
v ‘.q‘ \ 4 to identify likelihood and impacts to the assets, attack tree analysis of the different
‘4 a bp’ channels and assets that can be attacked, correlation of threats to existing vulner-

abilities identified in the application, determination of technical and business risk,
determination of security measures and prioritization of these based on a risk strategy
o Bj Ec I IVE whose objective is to maximize protection by minimizing cost to the business.
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r m Step 1: Prepare for Assessment \ 2009
e a O e I n g | Derived from Organizational Risk Frame

° ‘ .‘ ” i |
f Step 2: Conduct As_sessment 1 : OSTR
Expanded Task View NALE ¢ ;"”Em
|| 1dentity Threat Sources and Events | AUARTE
‘ ¥ IAFICA ™

| Identify Vulnerabilities and |

Predisposing Conditions

|| Determine Likelihood of Occurrence |

assessment are
complicated, =
specialised and "
hard!

Step 3: Communicate Results
Step 4: Maintain Assessment

Asset: What we're trying to protect.

Actor: Who we’re protecting an asset from.

Threat: What we're trying to protect an asset from.

Vulnerability: Weakness or gap in our protection efforts.

Exploit: \ulnerability that has been triggered by a threat.

Risk: Event at the intersection of assets, threats, and vulnerabilities.
Vector: How an actor is getting to the asset.

Payload: What an actor is getting to the asset with.




GOAL
To make threat

modelling simple




Gather cross functional group and share
understanding of:

WORKSHOP e \What needs protecting and why
Sensible e What the real threats are
Conversations BKIRAUEIREEICAValEldchialsigsnliaife]S
Objectives technical exposure

In order to prioritise most valuable next
steps




Gather cross
functional group:

delivery team,
stakeholders, folks
from security team
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Step 2
Use component

architecture
diagram and
‘asset’ cards to
identify scope

REASON FOR STORING

PEOPLE
Pet food refund claimants

HOW DO THEY CONNECT




Step 3

Using threat cards as
cues, explore impact
and likelihood of
threats and prioritise
3 for further
discussion

Headline for high
level ‘threat’

THREAT
A cyber criminal or hacktivist
group mount a denial of service
attack on the system

LIKELIHOOD IMPACT Questions for
/ group
. S — * st e o cperons e discussion to

help judge
impact of
threat

Questions for group discussion to
help judge likelihood of threat

On - flen
SHTENS
~LvsLiINE

THREAT

yoer criminal, hackuvist o developer or admin makes an An
[ation state group try to steal rror in configuring or securing
hata from the system e system
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Step 4
Have a nice

break ;)




Step 5
Mark areas of

focus on
technical
architecture,
based on threat
‘playbook’
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EXPOSURE

' . Access to data or services
"‘..' FQR ASSET:

Lack of access control, i.e. any form of authentication
Use of shared accounts and credentials
Reliance on a single factor for authentication

Failure to confi
ailure to configure acce[py B e e
Lack of identity or entitlg

Weakness in offline prod

Lrasmsan SUPPOTt for GDPR subject access
step 6 Lack of awareness mate rlghtS

FOR ASSET:

Lack of data retention policy f

e SEIVEr-side web implementation

[ ) [ ] w ™
Lack of means to purge personal data for a data subject in response to request
' ' l ' Lack of means to correct per
p I I n O S a e pine it o =

FOR ASSET:

Fails to prevent stored or reflected Cross Site Scripting (XSS)
File upload feature fails to block malware

Fails to prevent SQL, XML (XXE) or LDAP injection
Fails to prevent shell injection

Fails to prevent open redirects.

Fails to prevent Cross-site request forgery (CSRF)

Itis possible for attacker to tamper with cookies

Framework support for mass binding can be exploited

Alternate character encodings can be used to circumvent protections
User forms can be completed in a scripted manner

Lack of rate limiting allows 'scraping' or 'spidering’ of valuable data

URL paths can be manipulated to access system files or load remote files
URL paths can be manipulated to access unauthorised resources
Developers have disabled framework security protections

Application is sensitive to application layer denial of service
Triggering an exception leaks unnecessary information that can assist attacker
Sensible Conversations about Security
t .
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Step 7
Playback findings

and agree 3
valuable next
steps. Wrap up

AS A responsible organisation

\ WALT To authenticate the ELK system
used to aqgreqate

So THAT an opportunist insider, or a
determined cyber attacker cant access it




Delivery team outcomes from threat modelling

What outcomes are we trying to effect within the delivery team? Continuous
practice

4. Team able to continuously
identify and deliver highest value
defensive work

3. Team are working on the

ACTION high value defensive building

work

2. Team start to see where
they have exposure and what
needs improvement

1. Team aware what they
are protecting, from what
and what defenses they
have



Next steps

e Valuable security next steps discovered every time!

e Great way to connect security teams and delivery teams
e Still refining and and simplifying approach

e ‘Train the trainer' model for other facilitators

e Open source the materials!

e Want more feedback! Keep in growing approach



Jim Gumbley
@jgumbley £

Thanks!




THOUGHT BEHIND SENSIBLE CONVERSATIONS

COMPLEX
* RETROSPECTIVELY
COHERENT
= cause-effect relationships
not repeatable
s e pattern management, mulf-
—+'y  experimentation
probe > sense > respond

Securing
a system s

CHAOTIC
* INCOHERENT

The threat
landsca pe = cause-effect relafionships
not perceivable

\ ’,-‘,.__ * stability focused interventions

“-+_" and crisis management
.J-' -

act > sense > respond

<4— UN-ORDERED

DISORDERED

COMPLICATED
» potentially KNOWABLE —

» cause-effect relationships
separated in time and space

= expert judgement, systems
thinking, scenario planning

sense > analyse > respond/f\

Threat Model
/ Risk
Assessment

Taking ‘next step’
in Sensible
Conversations

SIMPLE
= KNOWN
» cause-effect relationships
perceivable, predictable and
repeatable
= SOPs: best practice

<4

sense > categorise > respond

CYNEFIN

ORDERED —p



